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 ●  Lessons Learned
 When  securing  an  environment  and  ensuring  ex�ltration  has  not  occurred  a�er  an  incident,  customers  should  review
 logs  associated  with  �le  sharing  and  domain-wide  Takeout  in  addition  to  looking  for  implanted  malware.  Threat  actors
 have  been  known  to  use  tools  native  to  the  Cloud  environment  rather  than  downloading  custom  malware  or  scripts  to
 avoid  detection.  This  “living  o�  the  land”  technique  has  been  used  extensively  in  on-premise  compromises  and  is
 being adopted in Cloud environments.

 In  the  situations  where  it  is  necessary  to  respond  to  a  security  incident,  where  there  was  an  exploitation  of  third-pa�y
 so�ware  in  the  Cloud  instance,  customers  should  review  logs  to  determine  the  point  of  initial  compromise  as  well  as
 determining  if  additional  unauthorized  so�ware  was  installed  a�er  the  initial  compromise  or  if  unauthorized
 con�gurations  were  made.  Adversaries  have  been  known  to  close  doors  behind  themselves,  i.e.,  patch  the
 vulnerability which grants initial access, and then pivot to new malware, or reverse shells to maintain presence.

 Recommendations 
 As  Google  Cloud  works  with  its  customers  in  a  “shared  fate”  pa�nership,  valuable  trends  and  lessons-learned  emerge  from 
 other incidents that Google helped address: 

 ●  Google Cloud customers have Implemented  Cloud Armor  and  Cloud IDS  to mitigate threats related to Log4j.
 ●  The  Java  scanning  feature  of  Google  Cloud  On-Demand  Scanning  can  be  used  to  help  identify  Linux-based  container

 images  that  use  an  impacted  version  of  Log4j.  Identifying  vulnerable  images  can  help  prevent  them  from  being
 deployed  in  production.  This  functionality  can  be  used  either  on  a  locally  stored  container  image  or  one  stored  in
 A�ifact Registry  or  Google Container Registry  .

 ●  Chronicle  is  Google’s  threat  hunting  tool  that  provides  extended  event  collection  across  Google  Cloud  and  in
 on-premise  environments.  Those  using  Chronicle  for  log  ingestion/SIEM  and  have  historical  event  data  can  detect  and
 respond to Apache Log4j  .

 ●  Google  Cloud  customers  used  Security  Command  Center  (SCC)  Premium  and  Cloud  Logging  to  scan  DNS  calls  to
 known malicious sites associated with Log4j vulnerability abuse and  query logs.

 ●  The  Google  Open  Source  Security  Team  pa�ners  with  the  security  company  Code  Intelligence  to  provide  continuous
 fuzzing  for  Log4j  as  pa�  of  OSS-Fuzz  and  Google  Cloud  customers  leveraged  resources  from  the  Open  Source
 Security Foundation  to secure their environments.

 Based on these observations there are a number of mitigating measures to counter these threats. 

 Risk  Countermeasures 

 Instance 
 vulnerabilities 

 Modifying  �rewall rules  to speci�cally address SSH  connections. 
 Follow  password best practices  and  best practices  for con�guring Cloud environments. 
 Update third-pa�y so�ware prior to a Cloud instance being exposed to the web. 
 Avoid publishing credentials in GitHub projects. 
 Use  Container Analysis  to pe�orm vulnerability scanning  and metadata storage. 
 Leverage  Web  Security  Scanner  in  the  Security  Command  Center  to  identify  security 
 vulnerabilities in  App Engine, Google Kubernetes Engine, and Compute Engine. 
 Use  service accounts  with Compute Engine to authenticate  apps instead of user credentials. 
 Implement  Policy Intelligence tools  to help understand  and manage policies. 
 Use prede�ned con�gurations through  Assured Workloads  to reduce miscon�gurations. 
 Set up  conditional ale�s  in the Cloud Console to  send ale�s upon high resource consumption. 
 Enforce and monitor password requirements for users  through the Google Admin console. 

 Downloading 
 so�ware updates 

 Establish a strong chain of custody by hashing and verifying downloads. 

https://support.google.com/a/answer/100458?hl=en
https://cloud.google.com/armor
https://cloud.google.com/intrusion-detection-system
https://cloud.google.com/container-analysis/docs/java-overview
https://cloud.google.com/container-analysis/docs/container-scanning-overview
https://cloud.google.com/artifact-registry
https://cloud.google.com/container-registry
https://chroniclesec.medium.com/detecting-and-responding-to-apache-log4j-2-cve-2021-44228-using-google-chronicle-ec77d676eaea
https://chroniclesec.medium.com/detecting-and-responding-to-apache-log4j-2-cve-2021-44228-using-google-chronicle-ec77d676eaea
https://cloud.google.com/security-command-center
https://cloud.google.com/logging/docs/log4j2-vulnerability#log4j-detection
https://www.code-intelligence.com/
https://security.googleblog.com/2021/12/improving-oss-fuzz-and-jazzer-to-catch.html
https://openssf.org/
https://openssf.org/
https://cloud.google.com/vpc/docs/firewalls
https://support.google.com/cloud/answer/6262505
https://cloud.google.com/security/best-practices?hl=en
https://cloud.google.com/container-analysis/docs
https://cloud.google.com/security-command-center/docs/concepts-web-security-scanner-overview
https://cloud.google.com/security-command-center
https://cloud.google.com/compute/docs/access/service-accounts
https://cloud.google.com/iam/docs/policy-intelligence-tools
https://cloud.google.com/assured-workloads
https://cloud.google.com/monitoring/alerts/ui-conditions-ga
https://support.google.com/cloudidentity/answer/139399?hl=en
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 Unauthorized 
 ex�ltration 

 Review  logs  associated  with  �le  sharing  and  domain-wide  Takeout  in  addition  to  looking  for 
 implanted malware. 

https://support.google.com/a/answer/100458?hl=en



